& Microsoft (& (B vmwore S-S €A

Data Transfer

Encrypted and stress free with Cryptshare.
Guide and Terms of Use.

X Secure email

X Secure File Transfer

@ Compliance

® Integrations and Automation



Q Cryptshare

Guide on how to use Cryptshare
Send messages and files securely

The Cryptshare® Web application allows you to easily and securely exchange sensitive
information by storing encrypted files* and messages on your Cryptshare server. The files can
be retrieved with a password. The server informs the recipient and sender about the operations
on the server enabling you to keep on top of what is going on with your data.

When you configure Cryptshare for the first time your identity is authenticated via your e-mail
address. This verification is valid for a typical maximum period of 30 days, although this is a
configurable setting. After that time, you are required to verify again when logging in.

When you change your email address you need to verify again. You are recommended to set
a password of at least eight alphanumeric characters but password rules are also configurable
and may be varied by policy rules and due to classification of your data.

To illustrate the functionality of the Cryptshare web application, the following two procedures
are explained below:

1. Procedure when providing files: pages 3 - 10
2. Procedure when retrieving files: pages 11 — 12

Release Notes
Please find information on release notes and new product features in our partner area here:
https://login.cryptshare.com/

as of May-21 Cryptshare uses a 256 Bit AES Encryption.
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Procedure when providing files
The steps needed to exchange information are explained in the screen masks.

Use a browser of your choice and go to the Cryptshare web application on:
https://demo.cryptshare.com

You will see the following start page:

Q Cryptshare

If you want to send data to another person, click on 'Provide’. If you have
received a fransfer ID and want to download the files, click on 'Retrieve’.

Retrieve

0 Cryptshare
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o Cryptshare

Your contact details

Please provide your contact details. The system will send this data to the
recipient of your message to allow them fo get in fouch with you.

Name

John Doe

Phone

+49 761 389130

Email

john.doe@cryptshare.com

| accept the Terms of use and data protection

o Cryptshare
4.9.0.6992 licensed for Cryptshare AG (Demo Server)

2021 Cryptshare AG

o Cryptshare

Email Address Verification

An email containing a verification code was sent to
john.doe@cryptshare.com . Please enter the code below fo complete
the verification process.

Verification

‘ T2NeqgXbz]

ocrypt share
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=

Start your email client (e.g. MS Outlook)
Go to your inbox
3. Open the email that was sent to you by the Cryptshare Server automatically

n

E

Enter the|verification code|in your browser
Click on ,Next” (see "Step/3")

o

oCryptshare”

Verification

https:/idemo_cryptshare com/!

Dear Sir or Madam,

A verification of your email address is required.
To proceed, please copy and pasie the following code into the verification page in your browser: T2NeqgXbZj

Venfication Code / Instructions

T2NeqgXbZj 1. Copy the verification code into your clipboard

2. Switch back to the Cryptshare verification page

3. Paste the verification code into the page and click 'Next'

For further information please follow this link: Cryptshare Documentation

This message has been gensrated automatically.
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Q Cryptshare

Your contact details

Send as

John Doe (john.doe@cryptshare.com) # x -
Recipients

Enter the email addresses of the recipients. You can insert email lists from
external sources using the clipboard.

To

e Cryptshare
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Q Cryptshare

Add confidential message

Besides the notification to the recipients you can add an additional confidential
message to this transfer. The recipients will receive this message as an
additional file attached to this transfer.

Confidential Message x

£ Edit >

’

Add Files

The maximum transfer volume is 3.0 GB

Browse

General Market Development.pptx x
Business Numbers.xisx x
Business Plan.docx x

o Cryptshare
4.9.0.6992 licensed for Cryptshare AG (Demo Server)
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Hint:

With Cryptshare you have the choice of shipping files securely and/or transferring a message
encrypted. For the latter click on the symbol next to ,,Add a Confidential Message", enter your
message and click on ,, Save“.
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Transfer Options

Expiration Date

20, May 2021

Notification Options

B Send me a notification email about this upload

Inform me as soon as a file has been retfrieved

Expose filenames in notfification mails

Security Settings
@» QUICK

Security without passwords.

Please write down this password or keep it in mind in order to give it to the
recipients afterwards.

Password
(O Don't set a password

O Generate password bbb

@ Enter password Repetition

sessesseseee N

Password strength

e Cryptshar
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* To secure your transfer you can choose from several password options:

1. The option Don’t set a password enables the sender and the recipient to exchange large
files very easily without having to exchange passwords. Nevertheless, the data is
transferred fully encrypted. However, the level of security is lower, since anyone gaining
access to the notification email, has access to the files.

2. Alternatively, you can have the system generate a secure password for you. (Write down
or save this password, it will not be stored anywhere.)

3. Orenter a password of your choice.

Please note: Share your password with the recipient via telephone or SMS, otherwise they will
not have access to the documents and/or message.
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@ Cryptshare

Q Cryptshare

Transfer Options
Expiration Date Recipient language

21, May 2021 English A4

Notification Options

Send me a notification email about this upload
nform me as soon as a file has been retrieved

Expose filenames in notification mails

Security Settings
® QUICK

Security without passwords

QUICK will automatically manage security for all future transfers. [ 2]
between you and the recipient without having fo use passwords. To get
started, Crypishare sends an invitation that needs to be secured with a
one-time password.

Eurther Information_

Please write down this password or keep it in mind in order to give it to the
recipients afterwards

Password
O Generate password

@ Enter password

Repetition

Password strength

@ cCryptshar
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Expiration Date Recipient language

21, May 2021 English -

Notification Options

Send me a notification email about this upload
Inform me as soon as a file has been retrieved
Expose filenames in notification mails

Security Settings
® QUICK

Security without passwords

No password required. QUICK manages security for your transfer. (7]

Eurther Information...

@ cryptsiae
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e Cryptshare

Recipient Notification
Subject

Files (4) from John Doe: Business Plan.docx,General M

Dear Sir or Madam,

be deleted automatically from the server.

The transfer is secured by encryption.

@  Start Transfer »

©cryptsiare
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Q Cryptshare

Files are being uploaded

The files you selected are now being transferred to the Cryptshare Server. The
recipients will be informed.

Time remaining : 00:09:05 - Speed : 39KB/s

General Market Development. pptx
Business Numbers xisx

Business Plan.docx

@ cryptsiar
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Summary

After all files were uploaded, you can see all details about the transfer in an overview.

This window is shown while the transfer is still being encrypted on the Cryptshare server.
When it comes to large files, this may take a while. In the meantime, no other action may be
carried out in this window. But you may close it.

o Cryptshare

The upload has completed successfully and the files have been
encrypted. The participants of this transfer will be notified. This is a
summary of your transfer. All file names and options that you have

selected will be shown in this screen.

Sender

°

- Name John Doe

o] Phone +49 761 380130

Email john doe@cryptshare com
Recipients

a'/ gill_bates@cryptshare.com

Confidential Message

Using the link below you can download the confidential message you have written
as an EML file.

X8 Confidential Message
Files

i General Market Development pptx
H Business Numbers xisx
i Business Plan.docx

i Confidential Message.em!

Transfer Options

JIM  Tracking ID 20210510-151917-EiCGegex

a Security Mode One-fime password

B  Expiration Date 20, May 2021

.w‘=:. Recipient language English

o Show File Names The file names of the provided files in
this transfer will be mentioned in email
notifications

o Download Confirmation ‘You will receive an email notification
when a recipient retrieves the files of
this transfer.

o Sender Confirmation An email notification with the transfer

details was sent to
‘john.doe@cryptshare.com’

W Revoke  Begin New Transfer »

ocrypl-?h are
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Procedure when retrieving files

When you receive a Cryptshare transfer you are notified by email. It includes details about the
sender and a link to retrieve the files:

o Cryptshare

Tracking ID: 20210510-151917-EiCGegex

By clicking the links you agree to the Terms of use and data protection.

K| John Doe Download Files Reply
Ehone 49761 339130 Available unfil 20, May 2021 with Crypishare
Email Jjohn.doe@cryptshare.com Password: Plesse contact the sender.

Dear Sir or Madam,

Confidential data has been sent to you by John Doe. You can download the data until 20, May 2021. After the expiration date has
exceeded the data will be deleted automatically from the server.

The transfer is secured by encryption.

Transfer Details Files in this Transfer

To: gill. bates@cryptshare.com General Market Development.ppix

Business Plan.docx

Dawnload Link: - - e Business Numbers.xlsx

Confidential Message.eml|

Forfurther information please follow this link: Cryptshare Documentation

Th has by e

o Cryptshare

By clicking the links you agree to the Terms of use and data protection.

Sender

Name John Doe
Phone +49 761 389130
Email john doe@cryptshare.com Secured by QUICK Technology.

Dear Sir or Madam,

Confidential data has been sent to you by John Doe. You can download the data until 21, May 2021. After the expiration date has
exceeded the data will be deleled automatically from the server

The transfer is secured by encryption.

Transfer Details Files in this Transfer

To: john doe@cryptshare com Confidential Message.eml

Downioad Link: hitps:/idemo.crypishare comidownioad?id=K3bTagExTM
Far further information pleass fallow this link: Cryptshare Documentation

This message has besn genersied sutomatealy.
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Q Cryptshare

Receive Transfer
Please enter the password that the sender has provitied for this transfer.

Password

o Cryptsh
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e Cryptshare

Files (4) from John Doe: Business Plan.docx,General Market Development.pptx,B Sent 11, May 202108:18
usiness Numbers.xisx... “ -

From  john.doe@cryptshare.com Reply to all Reply

To  gillbates@cryptshare com

Cc

Aftachments exceed maximum total size of 25

MB. The following file(s) could not be embedded and must be downloaded separately

General Market Development.pptx

ownload Confidential Message with attachments

X °
[ 'Y
J Business Numbers.xisx
=a 391k3
* Confidential Message.em|

13KB

General Market Development.ppix
= 7508

a~

Business Plan.docx
205M8

B Further Download options

&' Confidential Message

Hi Gl
this message s highly confidential
Best Regards,

John

Details
v

@©crypto
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o Cryptshare

Files (4) from John Doe: Business Plan.docx,General Market Development.pptx,B 5ot 11, May 202109.05
usiness Numbers.xlsx... & -

From  john doe@cryptshare.com Reply to all Reply
To gill bates@cryptshare.com

Ce

QUICK

The sender 'patrik.guenther@cryptshare.com’ has invited you to use QUICK. QUICK will automatically manage security for all future transfers
between you and the sender without having to use passwords
Further Information

Activate QUICK >

Attachments exceed maximum total size of 25 0 MB. The following file(s) could not be embedded and must be downloaded separately

General Market Development pptx

Download Confidential Message with attachments

e is highly confidential

Details
~

©crypt
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@ Cryptshare

Email Address Verification

An email containing a verification code was sent to
gill.bates@cryptshare.com. Please enter the ¢ ow to complete
the verification process.

Verification

[
T2NeqgXbZj |

< Back Next >

©crypts
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0 Cryptshare

Files (1) from John Doe: Confidential Message Sent 11, May 2021 09:19
From john.doe@cryptshare.com & Y

To gillbates@cryptshare com Reply to all Reply

Cc

@) Download Confidential Message

!." 12KB

Secured by QUICK

& Confidential Message

Hi Gill,

this message is highly confidential

Best Regards,
John

Details
v

©crypt
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Training videos and further information:

e Cryptshare Youtube Channel
e Cryptshare Wiki
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https://www.youtube.com/c/Cryptshare-Large-file-transfer-Encrypted-e-mail
https://wiki.cryptshare.com/
https://wiki.cryptshare.com/
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